
THE INTEGRATOR’S 
QUICK GUIDE TO

What built-in tools miss—and what every project needs instead. 

You’re Already in Cybersecurity 
Whether you meant to or not, if you're installing anything with an IP address, you’re
already in cybersecurity. Routers, access points, smart home systems—your name is on
the line when something breaks, gets hacked, or leaks. 

This guide is here to help you get your arms around what that really means. Not just to
protect your clients, but to protect your reputation, avoid 2am calls, and add long-term
value to the systems you design.

You don’t need to be an expert. You just need to understand the key areas of risk and the
role you play in closing the gaps. 

In a 2023 Palo Alto Networks survey, 67% of high-net-worth homeowners
assumed their smart home systems were secure “by default,” while over
60% of connected devices in the average home had known vulnerabilities
(Source: Palo Alto Networks, IoT Threat Report 2023). 

REAL 
CYBERSECURITY

Why Built-In Tools Aren’t Enough
Looks secure. Isn’t. 
Your clients think they’re protected because they have: 

✅ Microsoft Defender 
✅ McAfee or Norton 
✅ A VPN like Nord 

These tools aren’t bad, they’re just not built to stop the real threats that hit today’s homes
and networks:  



Tool What It Covers What It Misses 

Microsoft Defender 
Basic malware
scanning 

No threat intelligence, no alerting, no
prevention 

McAfee/Norton 
Antivirus + device
firewall 

Can’t manage network-wide risk or
credential issues 

NordVPN /
ExpressVPN 

Encrypts
outbound traffic 

Doesn’t secure IoT devices, remote
access, or logins 

Apple HomeKit
Secure 

Sandboxes smart
devices 

Doesn’t replace real network controls
or endpoint protection 

What Built-In Tools Actually Do 

The biggest risk?

Limited scope: Antivirus software and VPNs protect individual devices, not entire
networks. They don’t account for smart devices, unmanaged hardware, or internal
movement of threats. 

No visibility: Built-in tools don’t alert you when a smart TV is vulnerable or a client
opens a phishing link. 

No response: These tools may catch some malware, but they don’t isolate infected
devices, alert a support team, or shut down lateral spread. 

A smart thermostat gets compromised by a known vulnerability.
Defender on the client’s PC doesn’t see it. The attacker uses that
device to map the network, harvest passwords, and gain access to
other systems. No one knows until it’s too late. 

Clients think they’re protected, so no one checks twice—until something goes wrong.
Integrators get the call, and the client assumes it’s your fault.



The Baseline Checklist

What every project should include—no matter the budget. 

This isn’t a sales checklist. It’s a working framework based on what we see integrators
needing again and again. Use it to raise the bar, protect your reputation, and help your
clients sleep better at night. 

 Firewall That’s Actually Configured 
Consumer routers come with firewalls, but they’re rarely set up right. Make sure port
forwarding is controlled, remote access is disabled unless secured, and logs are
reviewed. 

 ⚡Why it matters: Misconfigured firewalls are among the top three ways attackers
gain access to home networks (Source: CISA, 2023 Threat Landscape Overview).

Strong Credential Hygiene
Default logins. Weak passwords. No two-factor. These are the first things hackers check.
Your projects need secure, managed credentials across devices and systems. 

What to do: 

Use unique passwords per site/device 

Require MFA where available 

Avoid using the same admin account across systems 

💡 Tip: Password managers and centralized access control can reduce the risk of
credential reuse by over 60% (Source: Verizon Data Breach Investigations Report,
2023). 

 Regular Patch Management 
Smart homes run on vulnerable software—TVs, thermostats, EV chargers, apps. Many of
these devices don't update automatically. 

🔍 Watch out for: IoT firmware and unmanaged devices—these accounted for
over 41% of home-targeted vulnerabilities in 2023 (Source: Palo Alto Networks, IoT
Threat Report). 



The Baseline ChecklistNetwork Segmentation
Don't let every device on the network talk to every other device. 

📈 Bonus: Segmentation can reduce breach impact by over 80% in lateral
movement scenarios (Source: IBM X-Force Threat Intelligence Index, 2023). 

Segment the network so: 

Guests can't access internal systems 

IoT devices are separated from control processors and AV equipment 

Management interfaces are locked down and accessible only to authorized
users 

Want to Offer More Protection?

For clients with elevated expectations or assets to protect, the following services add
serious value: 

Endpoint Detection & Response (EDR)
Stops threats on individual devices by
using behavioral analytics—like an
intelligent guard dog for every system in
the home. 

Secure Remote Access
Allows you to support clients without
exposing their networks to public access
vulnerabilities. Encrypted and monitored. 

Security Operations Center (SOC)
24/7 human oversight that reviews alerts
and intervenes when something looks
wrong. Critical for clients with high-risk
profiles. 

Risk Assessments & Response Plans
Know what’s vulnerable and what you’d do
if it got hit. Documented, simple, and
client-facing. 

📣 Insight: According to Parks Associates (2023), 74% of homeowners would
pay more for ongoing support services if cybersecurity was included. 

Want to Talk It Through? 
We’re not here to sell you software. We’re here to help you protect your installs and build
trust with your clients. 

If you’d like to talk through this framework—or what it might look like on a real job—here’s
a link to grab time with us. 

https://d-cy.net/sostedappointmentlink
https://d-cy.net/sostedappointmentlink

